APPENDI X F
FOREI GN TRAVEL SECURI TY BRI EFI NG
( SEE sWhsecti on 8- 300)

EACH PERSON TRAVELING OUTSI DE OF THE UNI TED STATES, WHETHER IN A CI VI LI AN
OR M LITARY STATUS OR OTHERW SE AFFI LI ATED WTH THE DEPARTMENT OF DEFENSE, BECOMES
A SECURITY OFFI CER.  THE PURPCSE OF THE BRI EFING IS TO PROVIDE SECURI TY TIPS FOR
THE TRAVELER AND GUI DANCE | N SAFEGUARDI NG CLASSI FI ED | NFORMATI ON.

THE PROVI SIONS OF SECTION 3, CHAPTER VII1, ABOVE, OF TH S | NSTRUCTI ON
SHALL BE COVPLIED WTH IF IT I'S ABSOLUTELY ESSENTI AL TO CARRY CLASSI Fl ED
MATERI AL OVERSEAS . THE DIRECTOR , PSD , MAY AUTHORI ZE THE CARRYI NG OF SUCH
MATERI AL ON COMMERCI AL Al RCRAFT QUTSIDE OF THE UNI TED STATES. THE FOLLOW NG
PROCEDURES SHALL BE FOLLOWED BY THE PERSON CARRYI NG THE MATERI AL:

1. THE CLASSI FI ED | NFORVATI ON MUST REMAIN I N YOUR PHYSI CAL POSSESSI ON AT
ALL TIMES , IF PROPER STORAGE AT A U S.- GOVERNMENT ACTIVITY |'S NOT' AVAI LABLE.

2. THE CLASSIFIED | NFORMATI ON SHALL NOT BE EXPOSED, READ, STUDIED, DI SPLAYED,
OR USED I'N PUBLI C CONVEYANCES OR PLACES.

3. YOU MJST OBTAI N DOCUMENTATI ON REQUI RED BY PARAGRAPH 8-302, ABOVE, OF
TH'S INSTRUICTION . TH'S MEMORANDUM SHALL BE PRESENTED AT Al RPORT SCREENI NGS
AND CUSTOMS STATIONS . | F SEALED PACKAGES CONTAI NI NG CLASSI FI ED MATERI AL ARE
CHALLENGED , YOU SHOULD SEEK THE ASSI STANCE OF AN OFFI CI AL OF THE Al RLI NE | NVOLVED,
THE Al RPORT MANAGER , OR THE LOCAL FEDERAL AVI ATI ON ADM NI STRATI ON ( FAA) REPRE-
SENTATI VE FOR | NCI DENTS THAT OCCUR WTHIN THE UNI TED STATES . |F SUCH A PROBLEM
SHOULD OCCUR AT PO NTS OF ENTRY OR DEPARTURE QUTSIDE THE UNI TED STATES, YQU
SHOULD CONTACT THE NEAREST U.S. MLITARY OR STATE DEPARTMENT REPRESENTATI VE.

DURI NG YOUR STAY IN A FOREI GN COUNTRY:
CARRY | DENTI FI CATI ON

TAKE ALL ESSENTI AL PERSONAL AND MEDI CAL IDENTIFI CATION TO GET YOU SUCCESSFULLY
THROUGH YOUR TRIP . DOCUMENT YOUR BLOOD TYPE AS WELL AS ANy SPECI AL MEDI CAL
CONDI TI ON OR MEDI CAL REQUI REMENT THAT YQU M GHT HAVE. STORE ESSENTI AL MEDI CA-
TIONS IN ORI G NAL CONTAINERS; DO NOT' LEAVE YOUR WALLET OR PURSE UNATTENDED.

ESTABLI SH PO NTS OF CONTACT

SOMEONE SHOULD KNOW YOUR WHEREABOUTS FROM THE TIME THAT YOU DEPART THE UNI TED
STATES UNTIL YOU RETURN HOME . PROVIDE YOUR CONTACT WTH A COPY OF YOUR
| TI NERARY AND ADVI SE H M ANDY OR HER OF ANY CHANCES.

KEEP A LOW PRCFI LE

CLOTHES , AUTOMOBI LES, AND OTHER QUTWARD VESTI GES OF NATI ONALI TY SHOULD NOT
PROVI DE A STARK CONTRAST WTH THOSE OF THE COUNTRY I N WHI CH YOU ARE TRAVELING .
CLOTH NG SHOULD NOT' G VE THE | MPRESSI ON OF WEALTH OR | MPORTANCE. | F M LI TARY,
AVO D VEARING A M LI TARY UNI FORM UNLESS REQU RED ; I T M GHT ATTRACT UNWANTED
ATTENTI ON .



SHUN PUBLICITY

SHUN PUBLI CI TY AND | NQUI RIES BY THE LOCAL NEWS MEDI A. | F APPROACHED BY THE

MEDI A REMEMBER NOT TO DI SCLOSE THE ADDRESSES AND TELEPHONE NUMBERS OF ANY

CLEARED PERSONNEL . PERSONAL AND BACKGROUND | NFORVATI ON CONCERNI NG FAM LY MEMBERS
ALSO SHOULD BE W THHELD.

AVO D CVIL DI STURBANCES

EVERY EFFORT sHoulb BE MADE TO AVO D CIVIL DI STURBANCES AND DI SPUTES W TH LOCAL
CTIZENS . USE CAUTION | F YOU COVE UPON A DEMONSTRATION OR A RALLY. |F THE
SPEAKER |'S DENCQUNCI NG U. S. POLICY, THE CROAD M GHT BECOME HOSTILE TO ANY

AMERI CAN BYSTANDERS . SHOULD VI OLENCE BREAK QUT , ARRESTS ARE SOVETI MES MADE

| NDI SCRI M NATELY.  IN THE CONFUSI ON YOU COULD BE ARRESTED OR DETAI NED EVEN
THOUGH YOU ARE ONLY AN “ | NNOCENT BYSTANDER. “

PRECAUTI ONS VWHEN WALKI NG

-

WALK ONLY ON VEELL LI GHTED AND HEAVI LY TRAVELED STREETS WHENEVER POSSI BLE. WALK
IN THE M DDLE OF THE SIDEWALK.  AVO D SHORTCUTS THROUGH ALLEYS . WH LE WALKI NG,

| F YOU ARE THREATENED BY THE OCCUPANTS OF A CAR, MOVE I N THE DI RECTI ON OPPOSI TE
TO THAT IN WH CH THE CAR | S TRAVELING THEN SEEK HELP . | F APPROACHED BY

A SUSPI Cl QUS LOOKI NG PERSON ON FOOT, CROSS THE STREET OR CHANGE DI RECTI ON.

DRI VI NG OVERSEAS

DRI VE CAREFULLY WHI LE YOU ARE ABROAD ! MANY COUNTRIES DEAL HARSHLY W TH

FOREI GNERS WHO ARE | NVOLVED 1IN TRAFFI C ACCI DENTS. DRI VERS ARE OFTEN DETAI NED

I N JAIL WH LE SUCH ACCI DENTS ARE | NVESTI GATED. TAKE CARE NOT TO SPEED AS SOVE
COUNTRI ES | MPOSE A SPEEDI NG FI NE THAT | S PAYABLE WHEN LEVI ED. ALSO, | N SOMVE
AREAS | T |'S UNLAWFUL TO USE | NSULTI NG LANGUAGE TOMRD ANOTHER PERSON OR TO USE
ABUSI VE GESTURES WH LE DRIVING . REMEMBER THAT WHAT IS A NORMAL GESTURE I N ONE
COUNTRY |'S AN ABUSI VE ONE I N ANOTHER.  WHI LE SOVE COUNTRI ES DO NOT RECOGNI ZE

US. DRIVER °* S LICENSES, MOST DO ACCEPT | NTERNATI ONAL DRIVER * S LI CENSES, AND THE
LATTER ARE OFTEN REQUI RED BY FOREI GN CAR RENTAL AGENCI ES. FOR A FEE, YQU MNAY
OBTAI N AN | NTERNATI ONAL DRI VERS LI CENSE FROM THE AMERI CAN AUTOMOBI LE ASSOCI ATI ON.

LOCAL LAWS

REMEMBER THAT ALTHOUGH YOU ARE AN AMERI CAN CI TI ZEN, YOU ARE SUBJECT TO THE LAWS
OF THE COUNTRY IN WHI CH YOU ARE TRAVELING IN MOST OF WESTERN EURCPE, THE LAWS
ARE SI'M LAR TO THOSE IN THE UNI TED STATES. SOVE OF THE LawS | N COUNTRI ES

SUCH AS TURKEY, TAIWAN, SPAIN, AND OTHERS DI FFER SI GNI FI CANTLY. FOR EXAMPLE , | N
THESE COUNTRIES , | NDI VI DUALS ARE PROHI Bl TED FROM MAKI NG DERCGATORY COMMENTS ABOUT
THE GOVERNMENT OR THE GOVERNMENT “ S LEADERS. FAM LI ARI ZE YOURSELF W TH THE LAWS
OF THE COUNTRY (1ES) THAT YOU SHALL BE VI SI TI NG AND OBSERVE THESE LAWS. NEVER
ENGAGE | N ANY BLACK MARKET ACTI VI TI ES.

EVADI NG TERRORI STS AND CRI M NALS

THE TERRORI ST AND CRI M NAL THREAT VARI ES FROM COUNTRY TO COUNTRY. |F YQU ARE
TRAVELING TO A H GH RI SK AREA, CET AS MAXIMAL | NFORMATI ON ABOUT THE THREAT I N
THAT AREA BEFORE YOU LEAVE . DEVELOP A SECURI TY PLAN AND | MPLEMENT | T UPON
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ARRIVAL |N THE COUNTRY. |IN LON R SK AREAS DO NOT' BECOME COMPLACENT; S| TUATI ONS
SOMVETI MES CHANGE RAPIDLY . I N GENERAL, TERRORI STS AND CRIM NALS SI M LARLY STRIKE
VWHEN AND WHERE THEY SENSE THEI R TARGETS TO BE MORE VULNERABLE, AND THEY ARE MOST
SUCCESSFUL WHEN SECURI TY MEASURES ARE LAX AND DAILY ROUTI NES ARE PREDI CTABLE .
VARY ARRI VAL TIMES , DEPARTURE TIMES, AND ROUTES THAT YOU NORMALLY TAKE. BE
ALERT TO THE POSSIBILITY OF SURVEILLANCE. |F YQU BELI EVE THAT YOQU ARE BEI NG
FOLLOWED , DO NOT CHALLENGE YOUR FOLLOAER; | NSTEAD, ATTEMPT TO MENTALLY NOTE

H'S ANDY OR HER PHYSI CAL CHARACTERI STICS , TYPE OF CAR, LICENSE NUMBER ETC.
PROVPTLY REPORT SUCH | NCI DENTS TO SECURI TY OFFI Gl ALS AT THE SI TE WHERE YQU

ARE VI SITING OR AT THE NEAREST U.S. EMBASSY.

ESPI ONAGE

AS A REPRESENTATIVE OF THE OFFI CE OF THE SECRETARY OF DEFENSE, YOU MAY BE
TARCETED FOR ATTEMPTED EXPLO TATI ON BY FORElI GN | NTELLI GENCE AGENTS | N ANY
FOREI GN COUNTRY THAT YOU MAY BE TRAVELI NG THROUGH OR VI SI TING DO NOT DI SCUSS
| NFORMATI ON QUTSI DE SECURE FACI LI TIES OR OVER TELEPHONES.  EXERCI SE CAUTION IN
MAKING OR. WRI TING STATEMENTS THAT M GHT BE EXPLO TED FOR PROPAGANDA PURPOSES.
DO NOT SI GN PETI TI ONS, HOAEVER HARMLESS THEY APPEAR. BE EXTREMELY CAREFUL I N
HANDLI NG YOUR PASSPORT . DO NOT PHOTOGRAPH ANY M LI TARY | NSTALLATI ON, DEFENSE
PLANT , OR OTHER OBVI QUSLY RESTRI CTED AReAs .  REFRAIN FROM PHOTOGRAPHI NG M LI TARY
EQUI PMENT AND PERSONNEL . BEWARE OF OVERLY FRIENDLY TOURI ST GUI DES, | NTERPRETERS,
MAIDS , CAB DRIVERS, ETC. TAKING UNDUE | NTEREST IN YOU. BE PARTI CULARLY SUSPI -
Cl QUS OF GU DE PERSONNEL WHO JUST “HAPPEN' TO KNOW YOUR SPECI AL | NTERESTS AND
AVOCATIONS . DO NOT SI GN ANY RECEI PTS FOR MONEY OR SERVI CES UNLESS YOU ARE

FI RST ENSURED OF, AND FURNI SHED AN ON THE SPCOT COPY THAT CLEARLY SPEC FI ES

AND | TEM ZES , THE NATURE OF THE TRANSACTION. |F YOU EVER SUSPECT AN APPROACH
HAS BEEN MADE IN A CONSPI RACY TO COMWM T ESPI ONAGE, REPORT TO THE NEAREST U. S.
M LI TARY COWAND OR EMBASSY SECURI TY OFFI CER.  ABOVE ALL , DO NOT ATTEMPT TO
GET QUT OF SUCH A SI TUATI ON YOURSELF OR ASSUME THE ROLE OF A SELF APPO NTED
AGENT . |F AN I NDI SCRETION IS I NVOLVED OR YOU ARE THREATENED WTH A COVPROM S
I NG SI TUATION , YOU MAY DI SCUSS THE MATTER I N CONFIDENCE WTH A U S SECURITY
REPRESENTATIVE . HE AND/OR SHE |'S NOT | NTERESTED IN RU NING A REPUTATI ON BUT

| N PROTECTI NG THE UNI TED STATES, YQU, AND THE CLASSI Fl ED | NFORMATI ON YQU
POSSESS . DO NOT UNDERTAKE OR IN ANY MANNER CAUSE ANYONE TO CONSI DER ANY

PART OF YOUR OFFI CI AL TRAVEL AS AN | NTELLI GENCE OPERATION.  CONDUCT ONLY

THAT OFFI CI AL BUSI NESS FOR WHI CH THE TRAVEL WAS AUTHCRI ZED .

A FI NAL WORD

NOW THAT YOU ARE AWARE OF THE BASI C PRECAUTI ONS THAT SHOULD BE TAKEN DURI NG
YOUR TRIP , TAKE SOME TIME TO PUT ALL OF TH S | NFORVATI ON | NTO PERSPECTI VE. | F
YOU FOLLOWN THESE PRECAUTI ONS YOU SHALL REDUCE THE RI SK OF ENCOUNTERI NG PROBLEMS.
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